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QBaylLogic: Our Expertise

> FPGA based Development:
IP Design in VHDL, (System)Verilog, Haskell/Clash

> ASIC Design: RTL Development, Simulation

Y

FPGA/ASIC Validation and Verification

> Systems-on-Chip:
QSys, IP-designer Vivado, IP-blocks, LiTex, RISC-V Customers:

AIRBUS
> Workflow Design & Setup: CI/CD /CT /CV Go gle
€ DEMCON

> (Research related) Product Development: i Qzen

from the idea to the first prototype @esa — O

p Pl &M Bronkhorst®

1 H innovation

> Project Planning anagement TNO - b0/ ITRON
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Haskell: more than just a programming language

> Functional Language

> based on the lambda calculus
> independent from any computer architecture specifics

> Strongly Typed
> bugs can be catched even before running the program
> properties can be expressed and ensured via the types
> Research Use
> various papers, tools and research about (and using) the language
> popular at universities (introductory courses to computer science)
> Industrial Use

> Meta, Microsoft, Standard Chartered, Tesla, Klarna, Galois, Serokell, ...
> popular for applications with strong safety and security requirements
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Haskell: a versatile all-rounder

Web Frameworks: IHP, Obelisk, Snap, Yesod, ...
Build & Package Management: Cabal, Nix, Shake, ...

>
>
> Embedded & Distributed Systems: Ivory, Copilot, Cloud Haskell, sparkle, ...
> Graphics & Music & Art: Gloss, Diagrams, Haskore, Tidal Cycles, ...

>

Formal Verification
> Haskell has its own, built-in, type based constraint system
> Correctnes Proofs / Proof Assistants: hs-to-coq, agda2hs, Haskabelle, ...
> Refinement Types: Liquid Haskell
> Automated Reasoning: sbv, yices-painless, ...

> Hardware: Bluespec, Lava, ForSyDe, Clash
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Clash Compiler: Haskell - Hardware ALLLLLL . Clash

A

<« ¥ clash-prelude NTTYTYY  https://clash-lang.org

A modern, functional, open source
hardware description language

Clash Project

) Haskell Sources o
<« ¢ external sources

Simulation
¥ cooperative

L interaction
M= Haskell Core —> M Executable Application

59 vHDL —> Device Vendor

. It.
Clash Core (9 Verilog _— Opeonr gource

) System Verilog ——> Tools FPGA/ASIC
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)4 Clash Formal

Ecosystem formally verifiable IT

Hyper / Safety / > Proof Assistants
Liveness Properties

Refli_nement SMT ‘ Logics Proof U Agda WROCQ I=\N
ypes / Assistants
> |IFC / SMT / Refinement Types

M¢ seclib: static information-flow security

Curry-Howard Energy / Timing

Constraints
Higher Order

Abstraction —_ Structural / Data N Liquid Haskell
Infinite Dat - Integrity
G > Temporal (Hyper-)Properties
SIS ~— Functional
Software Description (Hyper) Temporal Stream Logic
Interfaces Hardware Functional Reative Programming
Tvpe-Level / Design
YA Program ‘ - qe .
Programming Design | Hardware / Software > Specification Frameworks
ype sail a
Properties i EeEs ail_ Sail L4 RISC-V CHERI
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Clash Formal

> Research Questions (50%):

> To which extend can we reuse the existing solutions for software verification
in Haskell to also verify hardware designs in Clash?

> To which extend can we utilize the type system of Haskell to describe the
properties to be verified?

> Can the properties that are specificed this way be shared and used in a
cooperative manner between the hardware and the software, running on that
particular hardware in the end?

> Development (50%):

> Extension of the existing Clash compiler / ecosystem with user friendly tools
for the construction of formally verified designs (open source).

> Smart Card Demonstrator (open source)
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SMART CARD HARDWARE TERMINAL

Smart Cards
> dedicated hardware tokens for security relevant

data management (passwords, identities, ...)

> hand-held mini-computer:
CPU, memory, crypto core, custom operating system

> various applications & interfaces
> open standards:

o £2 5 NATIONAL INSTITUTE OF
“T100 STANDARDS AND TECHNOLOGY

ALLIANCE U.S.DEPARTMENT OF COMMERCE

-»
\'u

> Passkeys will be the technology of the future!

R Lrva

What Are Passkeys and Why Are Tech \
What the hell are passkeys ~ Giants Embracing Them? o o e
and Why are they suddenly future remains elusive

everywhere? e / Google has seen passkey

over a billion times.

Tech giants call it a “passwordless future,” but the switch
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell

9 EvIT Clash Formal — Synergizing FP, Proofs & Hardware Design Felix Klein L7 QBayLogic


https://qbaylogic.com

Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell

e
o
e
o
-
o

9 EvIT Clash Formal — Synergizing FP, Proofs & Hardware Design Felix Klein L7 QBayLogic


https://qbaylogic.com

Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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- n additions
- + n shifts
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Karatsuba Multiplication in a Nutshell C’)(n2)
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- + n shifts
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell
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Karatsuba Multiplication in a Nutshell

(010x100) ________
+ (1010x100)
+ (010x0010)
+ (1010x0010)
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Karatsuba Multiplication in a Nutshell

Multiply x and y:

(010x100) e Xyan) 2
+ (1010x100) O,
+  (xni X y10) - 22
+ (010%x0010) ____ b (o ) 28
X1lo i :
+ (1010%0010) o S YE

= (Xlo ><_ylo)
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Karatsuba Multiplication in a Nutshell

(X160 + Xni) - (Y10 + Yhi) = Xilo-Y1o + Xlo-VYhi + Xhi‘Ylo ~+ Xhi - Yhi

Multiply x and y:

(010x100) e Xyan) 2
+ (1010x100) O,
+  (xni X y10) - 22
+ (010%x0010) ____ b o ) - 28
X1lo i :
+ (1010%0010) o S YE

= (Xlo ><_ylo)
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Karatsuba Multiplication in a Nutshell

(X160 + Xni) - (Y10 + Yhi) = Xio - Y1o + [ Xlo:¥hi —+ [ Xhi:Yilo —+ Xhi * Yhi

Multiply x and y:

(010x100) (Xni X yni) - 2"
+ (1010x100) ____ + ey - 23
+ (010x0010) 3
+ (1010%x0010) +

= (Xlo ><_ylo)
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Karatsuba Multiplication in a Nutshell

(X160 + Xni) * (V10 + ¥hi) — Xlo:Ylo — Xhi ' Yhi = Xlo:®¥hi -+ | Xni :Yio

Multiply x and y:

(010x100) (Xni X yni) - 2"
+ (1010x100) ____ + ey - 23
+ (010x0010) 3
+ (1010%x0010) +

= (Xlo ><_ylo)

9 EvIT Clash Formal — Synergizing FP, Proofs & Hardware Design Felix Klein L7 QBayLogic


https://qbaylogic.com

Karatsuba Multiplication in a Nutshell

(X160 + Xni) * (V10 + ¥hi) — Xlo:Ylo — Xhi ' Yhi = Xlo:®¥hi -+ | Xni :Yio

Multiply x and y:

(Xni X yni) - 2"

(010x100) 8

———————— + (X120 + Xni) X (Y10 + yni) - 22
+ (1010x100) ____ B (x10 X y10) - 2%
+ (010x0010) ____ n

_ (Xni X yni) - 22
N (1010x0010) (x10 X y10)
lo 1o
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Karatsuba Multiplication in a Nutshell

(X210 + Xni) - (V1o + ¥hi) — Xlo Ylo — Xhi-Yni = - + -

Multiply x and y:

. on
(010%100)________ + ‘ 21
+ (1010x100) ____ B (10 X y10). - 23
+ (010x0010) n
—_———— _ .22

+ (1010x0010) -

= (Xlo ><_ylo)
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Karatsuba Multiplication in a Nutshell (’)(nl'59)

(X10 + Xni) - (Y10 + ¥hi) — Xlo*¥Y1lo — Xhi - Yhi = - + -

Multiply x and y:

. on
(010%100)________ + ‘ 21
+ (1010x100) ____ B (10 X y10). - 23
+ (010x0010) n
—_———— _ .22

+ (1010x0010) -

= (Xlo ><_ylo)
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karatsuba ::

Unsigned n — Unsigned m — Unsigned (n + m)
karatsuba

Multiply x and y:

— (Xlo X y10) - 22

— ] -

+ (Xlo ><ylo)
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karatsuba ::
type Low n = “Div™ 2
Unsigned n — Unsigned m — Unsigned (n + m) type High n = n - n “Div™ 2
karatsuba

[
=1

Multiply x and y:

— (Xlo X y10) - 22

— ] -

+ (Xlo ><ylo)
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karatsuba ::

type Low n = “Div™ 2

[
=1

Unsigned n — Unsigned m — Unsigned (n + m) type High n = n - n "Div’ 2
karatsuba
| SNat :: SNat s < SNat @(Max n m)
Multiply x and y:
.on
+ 23

— (Xlo X y10) - 22

— ] -

+ (Xlo ><ylo)
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karatsuba ::

type Low n = n "Div™ 2
Unsigned n — Unsigned m — Unsigned (n + m) type High n = n - n "Div’ 2
karatsuba
| SNat :: SNat s <« SNat @(Max n m)
where
Xo> Yo :: Unsigned (Low s)
Xnis Yni :: Unsigned (High s)
(Xni, Xio) = bitCoerce (resize x)
(Yhi, Yo) = bitCoerce (resize y)
Multiply x and y:
. on
+ 23

— (Xlo X y10) - 22

— ] -

+ (Xlo ><ylo)
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karatsuba ::
type Low n = n "Div™ 2
Unsigned n — Unsigned m — Unsigned (n + m) type High n = n - n "Div’ 2
karatsuba
| SNat :: SNat s < SNat @(Max n m)

where
Xo> Yo :: Unsigned (Low s)
Xnis Yni :: Unsigned (High s)
(Xni, Xio) = bitCoerce (resize x)

(Yhi, Yo) = bitCoerce (resize y)
Multiply x and y:

Xs s Y¥s :: Unsigned (High s + 1)

Xs = resize X, + resize Xxp;

Ys = resize Yy, + resize Yy + - 22
— (Xlo X y10) - 22
- -

+ (Xlo ><ylo)
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karatsuba ::

type Low n = n "Div™ 2

Unsigned n — Unsigned m — Unsigned (n + m) type High n = n - n “Div™ 2

karatsuba
| SNat :: SNat s <« SNat @(Max n m)

where
Xo> Yo :: Unsigned (Low s)
Xnis Yni :: Unsigned (High s)
(Xpi, Xio) = bitCoerce (resize x)
(Yhi, Yo) = bitCoerce (resize y)
Multiply x and y:
Xs s Y¥s :: Unsigned (High s + 1)

Xs = resize X, + resize X '2:

Ys = resize Yy, + resize Yy + - 22
— (Xlo X y10) . 2%

z0, z1, 2z :: Unsigned (n + m) _ -.25

Zop = resize (karatsuba Xio Yio)

B = resize (karatsuba Xs ¥s) - 20 - & + (x10 X ¥10)

Z = resize (karatsuba Xni Yhi)
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karatsuba ::

type Low n = n "Div™ 2

Unsigned n — Unsigned m — Unsigned (n + m) type High n = n - n “Div™ 2

karatsuba
| SNat :: SNat s <« SNat @(Max n m)

7z < SNat @(2 * Low s) + z < SNat @(Low s) + 2z

where

Xo> Yo :: Unsigned (Low s)

Xnis Yni :: Unsigned (High s)

(Xni, Xio) = bitCoerce (resize x)

(Yhi, Yo) = bitCoerce (resize y)

Multiply x and y:

Xs s Y¥s :: Unsigned (High s + 1)

Xs = resize X, + resize X '2:

Ys = resize Yy, + resize Yy + - 22
— (Xlo X y10) . 2%

z0, z1, 2z :: Unsigned (n + m) _ -.25

Zop = resize (karatsuba Xio Yio)

B = resize (karatsuba Xs ¥s) - 20 - & + (x10 X ¥10)

Z = resize (karatsuba Xni Yhi)
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karatsuba ::
V k n m. (KnownNat n, KnownNat m) = SNat k —
Unsigned n — Unsigned m — Unsigned (n + m)
karatsuba k@SNat x y
| SNat :: SNat s <« SNat @(Max n m)

type Low n = n "Div™ 2
type High n = n - n "Div’™ 2

7z < SNat @(2 * Low s) + z < SNat @(Low s) + 2z
where
Xo> Yo :: Unsigned (Low s)
Xnis Yni :: Unsigned (High s)
(Xni, Xio) = bitCoerce (resize x)
(Yhi, Yo) = bitCoerce (resize y)

Multiply x and y:
Xs s Y¥s :: Unsigned (High s + 1)

Xs = resize Xjp + Tresize X '2:

Ys = resize Yy, + resize Yy + - 22
- (Xlo X y10) . 2%

z, 21, 2z :: Unsigned (n + m) _ -.25

2o = resize (karatsuba k Xo Vi)

Bl = resize (karatsuba k xs ys) - z - 2 + (x10 X ¥10)

Zl = resize (karatsuba k X Yhi)
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karatsuba ::
V k n m. (KnownNat n, KnownNat m) = SNat k —
Unsigned n — Unsigned m — Unsigned (n + m)
karatsuba k@SNat x y
| SNat :: SNat s <« SNat @(Max n m)
= case compareSNat (SNat @(n + m)) k of
SNatLE — resize x * resize y
SNatGT — 2z < SNat Q(2 * Low s) + z < SNat @(Low s) + 2z
where
Xo> Yo :: Unsigned (Low s)
Xnis Yni :: Unsigned (High s)
(Xpi, Xio) = bitCoerce (resize x)
(Yhi, Yo) = bitCoerce (resize y)

type Low n = n "Div™ 2
type High n = n - n "Div’™ 2

Multiply x and y:
Xs s Y¥s :: Unsigned (High s + 1)

Xs = resize Xjp + Tresize X '2:

Ys = resize Yy, + resize Yy + - 22
- (Xlo X }/10) . 2%

2, z1, z :: Unsigned (n + m) _ -.25

2o = resize (karatsuba k Xo Vi)

Bl = resize (karatsuba k xs ys) - z - 2 + (x10 X ¥10)

Zl = resize (karatsuba k X Yhi)
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karatsuba ::
V k n m. (KnownNat n, KnownNat m) = SNat k —

type Low n = n "Div™ 2

Unsigned n — Unsigned m — Unsigned (n + m) type High n = n - n "Div’ 2
karatsuba k@SNat x y
| SNat :: SNat s <« SNat @(Max n m)
= case compareSNat (SNat @(n + m)) k of
SNatLE — resize x * resize y
SNatGT — 2z < SNat Q(2 * Low s) + z < SNat @(Low s) + 2z
where
Xo> Yo :: Unsigned (Low s)
Xpi, yn :: Unsigned (High s) n | (¥) @(Unsigned n) [# gates] | karatsuba ©8 @n On [# gates]
(Xpi, X) = bitCoerce (resize x) 8 569 993
] K 16 2536 4118
(Yhi, Yo) = bitCoerce (resize y) 3 10437 14808
64 41924 49220
Xs s Y¥s :: Unsigned (High s + 1) 128 166252 156578
Xs = resize X, + resize xp 256 661993 487583
Vo = resize y, + resize yy 512 2638547 1496300
2, z1, 2z :: Unsigned (n + m)
2o = resize (karatsuba k Xo Vi) C)(n159)
Bl = resize (karatsuba k xs ys) - 2z - &
Z) = resize (karatsuba k Xxp Yyhi)
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karatsuba ::
V k n m. (KnownNat n, KnownNat m) = SNat k —

type Low n = n "Div™ 2

Unsigned n — Unsigned m — Unsigned (n + m) type High n = n - n "Div’ 2
karatsuba k@SNat x y
| SNat :: SNat s <« SNat @(Max n m)
= case compareSNat (SNat @(n + m)) k of
SNatLE — resize x * resize y
SNatGT — 2z < SNat Q(2 * Low s) + z < SNat @(Low s) + 2z
where

Xo> Yo :: Unsigned (Low s)
Xpi, yn :: Unsigned (High s) n | (¥) @(Unsigned n) [# gates] | karatsuba ©8 @n On [# gates]
(Xpi, X) = bitCoerce (resize x) 8 569 993

16 2536 4118
(Yhi, Yo) = bitCoerce (resize y) 3 10437 14808

64 41924 49220
Xs s Y¥s :: Unsigned (High s + 1) 128 166252 156578
Xs = resize X, + resize xp 256 661993 487583
Vo = resize y, + resize yy 512 2638547 1496300
2, z1, 2z :: Unsigned (n + m)
2o = resize (karatsuba k Xo Vi) aROCQ‘/ O(n1'59)
Bl = resize (karatsuba k xs ys) - 2z - &
Z) = resize (karatsuba k Xxp Yyhi)
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)4 Clash Formal

Ecosystem formally verifiable IT
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